
Shorter Version

Keeping Teens Safe from Online Predators

A growing problem…

In today’s highly technological world, over 45 million children and adolescents

10 through 17 years old use the Internet, and of those:

· 1 in 5 have been sexually solicited online

· 1 in 4 have encountered unwanted pornography

· Almost 60% have received an e-mail or instant message from a stranger; about 30% of those responded to the messages

Who is most vulnerable on the Internet?

The most vulnerable young people are:

· New to the Internet

· Actively seeking attention or affection

· Rebellious

· Isolated or lonely

· Curious

· Confused about their sexual identity

· Easily tricked

· Those who enjoy subcultures that differ from their parents

Prevention tips for parents…

· Educate yourself about the Internet

· Use parental controls; all computers have tutorials to help you

· Place the computer in the family room

· Insist on having your child’s password, screen name, account information

· Post clear, simple, easy to read rules about online behavior 

· Review Internet history logs to view where your child has been

What can I do?

If you find this problem happening with your teen, there are many things you can do to report and find help find a solution to the problem:

· Call your local police

· Report any inappropriate communication your child receives to your Internet provider

· Report your concerns to the Center for Missing and Exploited Children’s Cyber Tipline at www.cybertipline.com
· Monitor your teen’s access to e-mail, instant messaging and try to restrict chat rooms

· Insist your teen never communicate with strangers online, on the telephone or meet them in person

· Help your teen make their online accounts private by using the privacy settings on social networking sites

· Visit and subscribe to the parent e-newsletter at www.mediafamily.org to stay on top of technology and teens

For more information go to www.netsmartz.org or www.missingkids.com.

Source:

The National Center for Missing and Exploited Children 

The National Institute on Media and the Family 

-Information compiled by the Dakota County Public Health Department.

Adapted by the Alcohol & Drug Council of Tompkins County, 6/09.

Longer Version

Keeping Teens Safe from Online Predators

A growing problem…

In today’s highly technological world, over 45 million children and adolescents 10 through 17 years old use the Internet, and of those:

· 1 in 5 have been sexually solicited online

· 1 in 4 have encountered unwanted pornography

· Almost 60% have received an e-mail or instant message from a stranger; about 30% of those responded to the messages

Online predators have many different intentions when targeting vulnerable children and teens.  Without adult supervision, teens are more likely to find:

· Tips on how to grow, acquire, and use drugs

· Tips about how to make a homemade bomb

· Information encouraging hate

· Access to stolen goods

· Access to fake I.D.s or help manufacturing counterfeit money

· Get rich quick schemes that can put the entire family at financial risk

Who is most vulnerable on the Internet?

The most vulnerable young people are:

· New to the Internet

· Actively seeking attention or affection

· Rebellious

· Isolated or lonely

· Curious

· Confused about their sexual identity

· Easily tricked

· Those who enjoy subcultures that differ from their parents

Prevention tips for parents…

· Educate yourself about the Internet

· Use parental controls

· Place the family computer in a common room, i.e. dining or living room

· Create separate accounts and limit what the child can see on the Internet 

· Insist on having your child’s password, screen name, account information

· Review Internet history logs to view where your child has been

· Post clear, simple, easy to read rules about online behavior

All computers have tutorials for setting up parental controls. To set up parental controls on most computers:

· Click on the start menu

· Click help and support

· Then, at the top of the screen type in “Parental Controls” in the Search bar

Your child/teen may be at-risk if:
· He/she spends a great period of time online  

· Pornography is found on the family computer

· Child/Teen makes and receives calls from unknown numbers

· Child/Teen receives mail, gifts or packages from people you don’t know

· Child/Teen quickly changes screens or shuts off monitors when an adult enters the room

What can I do?

· Call your local police department

· Report any inappropriate communication your child receives to your Internet provider

· Report your concerns to the Center for Missing and Exploited Children’s Cyber Tipline at www.cybertipline.com
· Monitor your child/teen’s access to e-mail, instant messaging and try to restrict chat rooms

· Insist your child/teen never communicate with strangers online, on the telephone or meet them in person

· Help your child/teen make their online accounts private by using the privacy settings on social networking sites

· Visit and subscribe to the parent e-newsletter at www.mediafamily.org to stay on top of technology and young people

For more information go to www.netsmartz.org or www.missingkids.com.

Source:

The National Center for Missing and Exploited Children 

The National Institute on Media and the Family 

-Information compiled by the Dakota County Public Health Department.

Adapted by the Alcohol & Drug Council of Tompkins County, 6/09.

Keeping Teens Safe from Online Predators





Audience for these articles:  parents of middle, and high school students


Two versions: 


� HYPERLINK  \l "Short" ��Short version� (359 words)


� HYPERLINK  \l "Long" ��Longer version� (504 words)


Suggested Timing:  you may wish to print the article anytime during the school year  


Personalize it for your district:  


Add any additional information about programs in your school


Add any contact information for your district 

















Articles for School Newsletters - prepared by Dakota County, MN Public Health Department, Adapted by the Alcohol & Drug Council of Tompkins County








